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NoOi dung chinh

@ Tinh hinh DDOS hién tai: Trén thé gi6¢i va mang ISP Viettel
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Gidi thieu ve DDOS

DDOS: Phuong thic tan cong tu’ choi dich vu.
Cé 2 kiéu tan cdng chinh:

Tan cong DDOS Volume Based: Lam nghén
dudng truyén ha tang mang, anh hudng dich vu
dién rong

Tan cong DDOS layer 7: Tan cong dich vu tang
U'ng dung, lam nghén tai nguyén cua 1 victim




Thong ké Arbor: luu lugng attack I8n nhat da 1én tdi trén
300 Gbps (tu 2009-2013)
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Tinh hinh DDOS tai Viettel

Thong ké trong 1 thang gan nhat, trén hé thong phat
hién DDOS tur SIRC c6 120 khach hang dich vu co dinh
cua Viettel va IDC bi tan cong DDOS

Viettel IDC da ghi nhan cudc tan cong DDOS I6n nhat
lén dén 20Gbps (ngay 25/7/2015 tai Binh Ducng)

Ngay 29/2/2016 VTNet ti€p nhan cuodc tan cong DDOS 1
khach hang L3LL nhung lam mat dich vu 28 khach hang
L3LL khac

Gan day nhat ngay 29/4/2016 Movitel bi tan cong DDOS
lam nghén 4/5 uplink quoc té




Anti DDOS layer 7:

Viettel da hoan thién giai phap, da trién khai cho Van
phong Chinh phu

Trong 1 thang gan day nhat, hé thong phat hién va tu
ddng chan 46 cudc tdn cong vao cong thong tin dién tur
chinh phu

Anti DDOS Volume Based:



N

A | —m am g — W
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Phat hién IP bj
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Warning
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Khach hang ADSL, FTTH, L3LL ...



Cac module thanh phan

Detection: Dung dé phat hién canh bao IP bi tdnh cdng
DDOS

BGP Controller: La thiét bj Router, dung dé trigger thay
doi dinh tuyén tdi IGp Edge (Gateway, PE)

Scrubber: DUng dé loc cac traffic tdn cong, tra vé traffic
sach

Portal: Xem thong tin canh bao, trang thai cubc tan
cdng, ra Iénh cho BGP Controller thay doi dinh tuyén



Flow hoat dong chinh

(1): Cac router IGW, DGW céu hinh day Netflow vé hé
thong Detection

(2): Hé thong Detection sé phat hién ra:
(3.1): IP nao dang bi tan cong, gui canh bao cho
Portal
(3.2): Luong traffic nao (UDP/TCP sync/SSDP,...)
dang tan cong, gui ACL cho Scubber dé lam sach

(0): Dua vao netflow dé loc ra nhiing good IP va dinh
ky gtri cho hé théng scrubber dé tranh chan nham.



Flow hoat dong chinh

(4): Sau khi Portal nhan dugc canh bao, sé gui Iénh thay
doi route cla dia chi bi tdn cdng di qua hé thdng
Scrubber.

(5): Sau khi toan bo traffic tan cong di qua hé thong
Scrubber, hé thong Scrubber can cu’ vao thong tin gui tu
hé thdng Detection dé lam sach traffic.

(6): Trong qua trinh lam sach, hé thong Scrubber va
Portal trao doi dir li€u vé dgt tan cong dé hién thi rén
Portal nham theo do6i hiéu qua cula viéc lam sach traffic.



Module Detection

Nhan traffic Netflow tu IGW, DGW

Phan tich di liéu netflow dé:
Pua ra cac good IP (DNS, NTP, Game server ...), dinh
ky gui sang hé thong Scrubber
Canh bao néu 1 IP bij tan cong, gui canh bao cho
Portal

Pua ra cac flow dang tan cong IP do, gui ACL cua cac
flow nay sang hé thong Scrubber dé lam sach.



Module Scrubber

Cho phép cac good IP gui tur Detection di qua
Chan cac flow dang tan cong

Phat hién fake source IP

Gidi han rate limit theo IP client

Gidi han rate limit theo IP destination

Trao doi vai Portal vé cac thdng ké cua dot tan cong -
realtime




Module Portal

Nhan va hién thi thdng tin cdnh béo tir Detection
Goi Iénh thay doi dinh tuyén cua 1 IP dich thdng qua BGP
Controller
Goi lénh tu dong khi nhan dugc thong tin canh bao tu
Detection
Goi Iénh bang tay khi nhap IP trén Portal
Trao doi di liéu vaGi Scrubber dé hién thi thdng tin cudc tan
cong DDOS - real time
bps + pps vao/ra (tdng, per protocol tcp-udp-icmp-
fragment)
Loai tan cong
Thong ké top N (10/20/..) cac IP tan cong nhiéu nhat
Top flow (ACL) tan cong nhiéu nhat.



Module BGP Controller

Can thiép dinh tuyén BGP tgi tat ca cac phan IGp
Gateway, PE:

Chan tan cong theo IP source/destination, tuy chon
theo phan I6p IGW, DGW hoac PE.

Lai luu lugng tan cong can lam sach qua module
Scrubber



So sanh trién khai cua cac ISP I&n trén thé gidi

1 s6 ISP dang kinh doanh giai phap Anti DDOS
nhu 1 service nhu' : China Telecom; AT&T;
Shenzhen Telecom ... da s6 dung giai phap
Abbor

San pham Anti DDOS clia Arbor bao gém : CP +
TMS+ APS bdo gia 1 ty VNB/ 1Gbps bing théng
tan cong can xu' ly
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